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Solution Profile

Cyber Resilience.
Guaranteed.

Achieve peace of mind with predictable, clean data
recovery in seconds after a cyberattack — guaranteed’

Mitigate Data Loss Reduce Reinfection Risk | Maintain Continuity

Recover to the nearest recovery Get peace of mind with Minimize downtime and RTO

point using production data guaranteed clean datarecovery faster — in as little as 30 seconds

snapshots, not outdated backups. post ransomware attack, unlike per data snapshot, not hourss.
standard recovery SLAs.

Save up to 9% of annual profits® from downtime with ransomware data
protection, 99.99% corruption detection and faster recovery at scale.

Today’s enterprises face more pressure than ever. Al-driven, automated
and geopolitical cyberattacks are becoming more sophisticated, while
hybrid IT and third-party dependencies continue to expand the attack
surface. At the same time, regulatory mandates are evolving, demanding
not just security and continuity but adaptive resilience on a global scale. Ransomware Protection
Yet, as complexity grows and resources remain limited, many organizations
struggle to keep pace. Hitachi Vantara simplifies resilience, accelerates
recovery and reduces business risk with our Cyber Resilience Guarantee.

100% data availability guaranteed. Data
protection with immutable snapshots.

Ransomware Peace of Mind: Protect, Detect and AR LR EO

- 0,
Recoverin Seconds 99.99% accurate ransomware data

corruption detection and clean

The Cyber Resilience Guarantee ensures that enterprise IT and security snapshot identification.

leaders using the Hitachi block storage hybrid cloud data platform

can confidently recover clean data after aransomware attack. Unlike
standard recovery SLAs, it enables recovery to the nearest point using
immutable snapshots instead of outdated backups. This guarantee
reduces reinfection risk with predictable, guaranteed clean data recovery.
Each snapshot of your original data is captured and scanned to verify

itis free from ransomware-induced corruption, ensuring clean data to
recover to. Data can be restored in as little as 30 seconds per snapshot?,
backed by the industry’s first 100% Data Availability Guarantee.

Ransomware Recovery

Recover clean data faster using Hitachi
hybrid cloud data platform or Ansible
automation.

Remedy

Expert-led incident response services
or storage credit if clean datais
unrecoverable.
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If clean data is unrecoverable after a cyberattack, Hitachi provides 40
hours of expert-led incident response services or up to 100% purchase
credit for your storage — ensuring that your business remains resilient
and operational.



Cyber Resilience. Guaranteed.

Why Hitachi for Cyber Resilience?

o Minimize Data Loss and Reinfection Risks:
Get guaranteed clean production data recovery for Hitachi
hybrid cloud data platform block midrange and high-end
storage.

o Keep Your Business Running:

Return to operations faster — inless than 30 seconds per
snapshot?, 2X faster than alternatives.

o Simplify Cyber Resilience:

Rely on a single partner for ransomware data protection, 5-Star Rated Ransomware
corruption detection and rapid recovery at scale.

_ Protection
o Trustin Proven Accuracy: } i .
Benefit from Al-driven 99.99% accurate ransomware The Hitachi hybrid 9|0Ud data platform
data corruption detection and forensic clean snapshot is rated 5 stars by GlgaOm for Storagg—
identification. level ransomware protection capabilities,
including:

o Rely on Expert Support:
Receive 40 hours of expert-led incident response services e Proactive detection
or up to 100% storage purchase credit if clean data is
unrecoverable after a cyberattack.

e Immutable snapshots
e Rapid recovery

2024 GigaOm Radar Report for Primary Storage
Achieve Resilience, Achieve Peace of Mind
Ready to get started? Contact a Hitachi cybersecurity expert.

ConnectNow —

' Subject to Hitachi Vantara's terms and conditions; please contact your Hitachi
Vantara Representative for details.

2Hitachi lab tests show that Hitachi ThinImage Advanced safe snap (snapshots)
are recoverable in under 30 seconds per snapshot for snapshots taken of 16
TiB or less volumes stored on Hitachi Vantara Virtual Storage Platform One Block
(VSP One Block).

3The Hidden Costs of Downtime report, Splunk and Oxford Economics.

About Hitachi Vantara

Hitachi Vantarais transforming the way data fuels innovation.
Awholly owned subsidiary of Hitachi, Ltd., we're the data
foundation the world's leadinginnovators rely on. Through data
storage, infrastructure systems, cloud management and digital
expertise, we build the foundation for sustainable business growth.
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